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Toward Robust Privacy Preserving Clustering: A
Weighted Ensemble Approach

Niloofar Mozafari; Mina Alibeigi; Sattar Hashemi; Ashkan Sami; Ali Hamzeh

ABSTRACT

Ensemble clustering has been shown to perform well on high dimensional data with huge volume. It decomposes data
into several partitions, run a clustering algorithm on every partition and then combines the results together, what in turn
can improve performance of the overall model. Nowadays, security and the privacy of data become an important
challenge in data processing; where ensemble approach can be considered as a possible solution.

This paper presents a weighted ensemble approach to clustering that preserves data privacy and is robust to noise. The
proposed approach can preserve data privacy in the sense that the combiner just needs to have only partial information
of data available, rather than, all information as a whole. From robustness point of view, our results are also promising,
say, when the results of some clustering are manipulated either intentionally due to attackers’ breach or unintentionally
due to any problem in communication or storage media, the performance of model keeps intact.
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